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Abstract

This paper presents an ongoing research project studying Al
ethics and algorithmic bias, through the creation of Al-
augmented devices operating in everyday life. The project
explores the use of interactive objects as a platform for ex-
posing the political, social and ethical implications of Artifi-
cial Intelligence. Within this project, we created BOX, a
smart gumball machine that locks or unlocks its delivery
candy system depending on the interactor’s ethnicity, high-
lighting potential ethical tensions that arise with the intro-
duction of Al-powered objects. Our project aims to raise
awareness on discrimination, ethics, and accountability in Al
among practitioners and the general public.
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Introduction

While all culturally relevant praxes carry political signifi-
cance, the design of interactive objects stands out as it
often embodies discriminatory practices. Interactive ob-
jects carry assumptions about their users and context of
use, while simultaneously constituting a pre-selection of
the problems that deserve to be solved.

Given the increasing power of Artificial Intelligence and
Machine Learning, there is an increasing need for a sys-
tematic concern on these potentially discriminatory prac-
tices. That is, it is necessary to design work methodologies
that incorporate these concerns throughout the develop-
ment process, as well as the phenomenology associated to
the deployment of sophisticated Al-powered devices.

The insertion of AI in everyday life has dramatic social
implications that have not been explored enough, algo-
rithms in production had already negatively affected mi-
norities. Among these we can find the prediction of crimi-
nal reports in areas with higher proportion of people from
racial minorities [10]; misunderstanding gender for darker-
skin women by popular Al models [3]; police from Israel
arresting a man for a wrong translation made by Face-
book’s automatic translation software [6], among many
others.

Similarly, a system widely used in the US to guide sen-
tencing systematically predicts black defendants having a

higher risk of recidivism than white defendants [15]. In
spite of potential benefits that face recognition proposes,
its widespread application entails several risks, from priva-
cy breaches to systematic discrimination in areas such as
hiring, policing, benefits assignment, marketing, and other
purposes [12].

Exploration

Our first exploration of the contested space that appears
with the introduction of smart ordinary objects was DOOR
[8], which consists of a door that locks or unlocks itself
depending on the ethnicity of the user. This piece showcas-
es possible uses of machine intelligence, explicitly explor-
ing the social dynamics that arise when intelligent objects
are introduced. After this first object, we decided to extend
this line of research by creating new augmented objects
that are able to interact with the audience in an everyday
context, subverting the expectations of what objects can do,
showcasing the advances of artificial intelligence, and
exploring its potential sociopolitical impact.

Unethical Machines

We introduce Unethical Machines, everyday objects that
alter their behavior in function of ethically contentious uses
of Al Continuing the path laid down by our previous ex-
ploration, BOX is an artwork that exposes some of the
social and political impact of artificial intelligence, com-
puter vision, and automation. The project consists of a
gumball machine that uses a commercially available com-
puter vision system that predicts the interactor's ethnicity,
and locks or unlocks itself depending depending on this
prediction. The artwork showcases a possible use of com-
puter vision, making explicit the fact that every technolog-
ical implantation crystallises a political worldview.

The interaction design within these objects follow dif-
ferent heuristics: (a) The object recognizes certain features
and reacts with a traditionally -expected- biased behavior
such as giving access to a white interactor, a male, or
young interactor. (b) The object recognizes certain features
and reacts with an opposite bias, subverting expectations.
(c) The object offers a mutating discrimination, adjusting
its behavior in function of its context (for example, keeping
track of the ethnicity of the interactors and adjusting itself
to please or displease a majority of them).



Figure 1. BOX as displayed in TEI 2019, Tempe, AZ, USA.

Implementation

Recent advances in computer vision and artificial intelli-
gence, allowed inferring information on a person from
real-time camera data. This includes facial recognition,
facial expressions, ethnicity, age, and gender, among oth-
ers [13, 2]. Companies like Affectiva [1], Clarify [5], and
Haystack [7] provide commercial image processing ser-
vices that include these predictions, among several others.
While commercially available software provides an oppor-
tunity for easy exploration, it also makes it easy to deploy
Al services without due consideration of social and ethical
concerns.

For example, Affectiva’s pre-trained model run locally [1],
and classifies the input images also in five different ethnic-
ities (White, Black, South East Asian, Asian, and Latino).
We developed two versions of our project, one using a
commercially available predictor, and the other with our
own classifiers. To predict ethnicity we built a deep neural
network based on David Sandberg’s FaceNet [14], and
trained on the UTKFace dataset [16]. UTKFace contains
23,708 faces with five labelled races (White, Black, Asian,
Indian, and Others (e.g. Hispanic, Latino, Middle East-
ern)).

In addition to the commercial gumball machine, BOX in-
cludes a camera connected to a laptop, an LED display, an
Arduino and a servo motor that locks or unlocks the ball

delivery system. When an interactor’s motion is recog-
nized, the LED display shows a message “detecting ethnic-
ity”. If the predictor returns a White ethnicity, BOX un-
locks its handle of showing a message on the display:
“Ethnicity detected: White.” If it detects any other ethnici-
ty, the machine stays locked and the corresponding mes-
sage is shown. Figure 2 shows the setup of box and its
main components.
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Figure 2. BOX's schematics.

Evaluation

In order to evaluate these interfaces, an empirical evalua-
tion through observational experiments [4] was conducted.
The planned evaluation aimed to understand how subjects
understand the emotions expressed by the object, and how
the object leads to the desired effects on the overall interac-
tion [11].

This paper reports our preliminary observational study by
using an observer during the interaction with the piece in
order to make it as much as possible unobtrusive. Notes
were taken as the observation occurs such as interactors’
verbalizations, behaviors and interactions with the device.
This installation occurred for one hour during the Arts
Exhibition of TEI 2019 [17]. The audience was mainly
researchers in the area of human computer interaction and
tangible objects. Interactors were standing in front of the
camera and waited until their ethnicity was recognized and
the gumball machine was unlocked. Figure 3 shows the
interaction with the device. The observer was located next
to the interactors to observe and listen to their reactions.
This evaluation generates different interactions and
measures by observing the interactors’ reactions when fac-
ing expected and unexpected behavior. Moreover, discus-
sions while interacting with a discriminatory object were
analyzed. Most of the interactors understood the interaction
to be done with the unethical machine and the meaning of
this metaphor. Some interactors demonstrated unsatisfied
with the ethnicity results that led to make user to try again
those results, to contrast with other interactors and in some



cases, a reflection on errors that Al produce and their da-
taset. Moreover, there were noted some behaviors with the
use of the device and the impact of receiving a benefit
(gumball) or not. Few cases, interactors tried to modify the
results by positioning an interactor that already was recog-
nized as white to unlock the machine and share gumballs
with the others or even in one case, using an image of a
white male in a smartphone to unlock the machine. Other
interactors that were recognized as white decided to not to
get the gumball or share it with others. There was also
reported a few discussions generated after the use of BOX
around our main topic: ethnicity in artificial intelligence.
After these preliminary results, we aim to continue creating
more unethical machines and explore a deeper evaluation
on the study field with the use of interviews and question-
naires [18].

Figure 3. BOX's interaction.

Final Discussion

Unethical Machines aims to explore the social impact of
Al introduced in everyday life. This exploration has a dual
focus: we are interested in design opportunities that may
arise, as well as in the ethical concerns that the populariza-
tion of this technology entails.

The project is designed to allow the general public to expe-
rience in person the power of machine learning, computer
vision, and natural language processing in a familiar envi-
ronment, while simultaneously providing a tool for partici-
patory observation, as well as ethnographic and techno-
graphic research.

Technographic research is often missing in Al studies.
However, technography’s focus on what technology actu-
ally does, allows researchers to map the concrete behavior
of automated objects and the sets of beliefs that social
groups hold. With this in mind, we are implementing par-
ticipatory action research, documenting interactors’ behav-
iors with the device.

The project’s future work includes developing new mun-
dane objects that will also adjust their behavior in function
of predictions of ethically contentious characteristics, such
as sexual orientation, ethnicity, age, income, etc. Future
work will also include representatives from communities
that are often disenfranchised from the technology produc-

tion process, as well as from communities at risk of being
negatively affected by Al technologies.
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